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SUBCOURSE OVERVIEW

This subcourse provides information necessary for the multidiscipline counterintelligence (MDCI) analyst to perform threat assessment for the supported command.  Threat assessment is the first in the four step counter-signals intelligence (C-SIGINT) process.  Great care must be taken to ensure its accuracy.  An incomplete or inaccurate threat assessment will negate the remaining three steps validity, and could have an adverse impact on friendly force survival.  Subcourse contents are applicable to any organization needing to perform threat assessment.  Suggested supplemental reading is Field Manual (FM) 34-3, Intelligence Analysis, and FM 34-130, Intelligence Preparation of the Battlefield (IPB).
This subcourse reflects current doctrine at time of preparation.  In your own work situation, always refer to the latest publications.

The words "he," "him," "his," and "men," when used in this, publication, represent the masculine and feminine genders, unless otherwise stated.

TERMINAL LEARNING OBJECTIVE.

ACTION:
Identify and template hostile signals intelligence threat, and perform MDCI threat assessment.

CONDITION:
You will be given narrative information and illustrations from FM 34-60 and applicable FMs.

STANDARD:
To demonstrate competency of this task, you must achieve a minimum of 70% on the subcourse examination.
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LESSON

THREAT ASSESSMENT

CRITICAL TASKS: 301-351-1401/1402/1403/1404/140512401/2402

2403/2404/301-336-1014

OVERVIEW

LESSON DESCRIPTION

To develop an accurate and complete Multi-Disciplined Counterintelligence (MDCI) threat assessment.

TERMINAL LEARNING OBJECTIVE

ACTION:
Determine capabilities and intentions of threat systems area of responsibility, develop situational templates, and determine location of threat.

CONDITION:
You will be given narrative information and illustrations from FM 34-60 and applicable field manuals.

STANDARD:
You will conduct a threat assessment in accordance with FM 34-60.

REFERENCE:
The material contained in this Lesson was derived from the following publication: FM 34-60.

INTRODUCTION
Threat assessment is the first C-SIGINT process step.  Threat assessment's objective is to determine foreign technical, operational capabilities, and intentions to detect, exploit, impair, or subvert friendly Communications Electronics (C-E) environment.  Threat assessment is the key in planning C-SIGINT operations.  The subsequent steps are necessary only when a defined threat exists.

Threat assessment is a continuous activity.  It takes place during peace time, wartime, and transition to war.  A specific threat assessment is required when tasked to support a specific operation or activity.

The MDCI analyst gathers information and examines it.  To obtain the necessary data, and access to supportive data bases, the MDCI analyst must interact with other staff


1-1
IT 0842

elements, higher, lower, and adjacent units.  Command support and direction are essential for threat assessment process success.

Major information sources available to the MDCI analyst are-

· Validated finished intelligence products.

· Theater and national- level SIGINT threat data bases.

· Results of previous taskings.

· Analyst experience.

· Counterintelligence (CI) data base.

MDCI analysts continually refine this list, and identify other information sources that may be available for their particular area of operation.

There are six associated threat assessment tasks.  These are entitled: identify threat systems in a geographic area of responsibility, prepare information requirements, analyze threat indicators and data, predict probable threat, confirm threat, and produce output from threat assessment.

PART A -Identify threat systems in the

geographic area of responsibility.

This task provides the initial focus for remaining threat assessment tasks.  This task's primary objective is to determine the specific threat faced by the supported commander.  The MDCI analyst collects required data to properly identify the threat.  Additionally, the MDCI analyst must coordinate and request assistance from the analysis and control element (ACE).  The procedures for identifying threat systems are-

Identify the Generic Threat -The MDCI analyst enters the CI data base and retrieves the most recent general threat assessment.  Analysts review this past assessment to determine what threat systems were known in their area of responsibility on the assessment date.  Next, the analyst examines finished intelligence products published by national-level agencies to obtain technical and operational threat system data.  Some intelligence products include-

· Electronic warfare support (ES) and electronic attack (EA) capability studies.

· Detailing foreign intelligence service (FIS) threat to Army publications.
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· Radio electronic combat (REC) and SIGINT threat by country.

· SIGINT support to combat operations.

Create Doctrinal Template on FIS, Intelligence and Electronic Warfare (IEW), Battlefield Operating System (BOS) - The analyst should review current MDCI estimates, and threat assessments to determine FIS, IEW, and BOS units/assets currently identified in the area of operations (AO) /area of interest (AI).  The analyst should also review the current friendly situation to determine concept of operations.  This will direct the development of doctrinal templates depicting either offensive or defensive deployment for FIS collection assets.  Research the MDCI data base and compile data on FIS, SIGINT/EW, FIS human Intelligence (HUMINT) and FIS Imagery Intelligence (IMINT) threat equipment, physical characteristics of unit organic equipment, critical nodes, threat doctrine and current threat situation.  The intent is to provide a graphic illustration of FIS collection assets preferred doctrinal deployment.  Based on the threat situation and desired resolution it may be necessary to develop separate SIGINT and IMINT doctrinal templates.  The analyst develops FIS HUMINT doctrinal templates.  The analyst develops FIS HUMINT operational patterns overlays, matrices, charts and diagrams.  Due to the cellular structure of FIS, HUMINT collection assets it is difficult to graphically depict their doctrinal deployment.  Consequently, HUMINT analytical tools are sued.  The preferred tactics such as:

· Address the FIS collection assets activities.

· Evaluate past and current collection activities.

· Identify options, based on success or failure of FIS collection activities.

· Utilize time event charts, narrative, or matrix format.

This will enhance the doctrinal template.  It also aids in the development of threat courses of action and situation templates.  It also identifies high value targets (HVTs).  HVTs are those collection assets or disciplines critical to the successful completion of the threat missions.  Initial development of HVTs during this phase of the IPB process will enhance later development of HVTs for targeting.  The analyst annotates the HVTs in the doctrinal template margins or on target relative value matrices.  (See figures 1-1 thru 1-6).
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Figure 1-1 provides an example of corps, division, and brigade echelons of interest.
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Figure 1-1.  Corps, division, and brigade echelons of interest.
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Figure 1-2.  Doctrinal Template: MRR Tactical March.
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Figure 1-3.  Doctrinal Template: MRR (BMP) Main Attack Prebattle Formation

(Breakthrough).
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Figure 1-4.  Doctrinal Template: MRB (BMP) Defense.
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Figure 1-5.  Doctrinal Template: MRD (Primary Attack) with RAGS and DAGS.
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Figure 1-6.  Sample Doctrinal Template of Commonwealth of Independent

States (CIS) Division Intelligence Assets.
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Collect Data -Data collection is required when the analyst receives tasking for a specific unit or operation.  The analyst identifies all friendly force battlefield operating systems in the area of responsibility (AO), update the data base (DB), prepares a listing of associated C- E equipment, human security activities, and physical characteristics of organic unit equipment.  The friendly BOS are:

· Maneuver- Armored, Mech and Inf units/forces.

· Intelligence -Ml units and assets.

· Fire Support - Field Artillery (FA) units, Multiple Rocket Launcher system (MRLS), organic unit mortars.

· Air Defense -Air Defense Artillery (ADA) units, organic Air Defense (AD) weapons systems.

· Mobility -Engineer units/assets.

Countermobility.

Survivability.

· Combat Service Supports (CSS) - CSS units, medical, transportation, logistics, maintenance.

· Command and Control- Command group, augmented by general and special staff personnel.

Also extract pertinent data from the MDCI data base.  The analyst must collect additional data to identify the threat to a particular unit or area of operation.

When composition and organization have been determined, the unit's deployment is evaluated.  Again, the process begins with the doctrinal approach.  The unit's doctrinal deployment pattern is evaluated.  This includes an evaluation of spacing between echelons, frontages, depths, and doctrinal movement rates for various types of operations.  This evaluation determines how a specific unit may deviate from the doctrinal norm in its deployment pattern.  These deviations may be based on the types of equipment the unit has, communication or leadership efficiency, and mission.

Create SIGINT Situation Overlay -The-analyst reviews the collected data to determine-

· Technical and operational capabilities.

· Typical operation modes.
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· Current deployment.

· Probable tasking.

· Collectors of interest activities.

Enter Data The analyst enters this data on the situation overlay.  The SIGINT situation overlay is not unlike the doctrinal template, except that now, the threat is in overlay format, and illustrates the relationship between units.  As the military operation progresses, or information is received, the SIGINT overlay illustrates a more realistic and balanced threat depiction.  Although not affected by terrain and weather, expect to see a major difference between the LINEAR template depicting doctrine and what is created on the overlay.

In drawing the overlay, ensure the map provided covers the AI.  Fasten acetate to the map within one percent by tracing a cross on a grid line reference near the two opposite comers of the overlay and label each with proper grid coordinates.  Mark, stamp or affix the overall classification at the top and bottom center on the map.

· Record the following marginal information: Title- threat HUMINT Situation Overlay, Threat SIGINT Situation Overlay and Threat IMINT Situation Overlay; date, time of information; map reference -map sheet name, number, map series number and the scale of the map; prepared by data - name, rank and organization.

· Record the following information in the legend: Color code for posting symbology if needed, description of non- standard symbology.

· Determine the universal transverse mercator (UTM) locations: Posting will reflect the flight path of the IMINT collector: ingress, check/way, and egress points.  Check/way points are flight pattern adjustments or turning points in the threat IMINT collector flight path.

· Graphically portray foreign intelligence service (FIS) collection activities.

Summarize Data and Identify the Threat System - The MDCI analyst reviews the SIGINT situation overlay for patterns, electronic configurations, and threat command, control, and communications (C3).  The ACE has identified this information, which could help the analyst identify specific systems.  A common approach is to pose and answer questions such as-

· Is the threat system part of a larger system?
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· What are the threat system's capabilities?

· How is the threat system doctrinally used?

· How does the threat system obtain information?

· How many collection systems were located?

Request Information -In some instances, sufficient information may not be available in the unit to make an accurate determination.  For example, equipment type may be known, but technical system characteristics may not be available from local sources.  If additional information is required, the MDCI analyst compiles the information needed, and requests additional information outside the unit.

PART B -Prepare information requirements (IR).
During this task, the MDCI analyst fills data shortfalls by requesting information from sources external to the unit.  These sources are adjacent or higher echelons, and national- level assets.  Each echelon satisfies a request with available data or organic assets, if possible.  Requirements exceeding their organic capabilities are consolidated and forwarded to the next higher echelon as a RFI.

Once a request reaches corps, the highest tactical echelon, the corps ACE provides the information or passes the request to the theater Ml brigade if it is beyond the capability of corps systems.  This task requires the MDCI analyst to initiate a standard collection assets request format (SCARF)(shown in figure 1-7 below), requesting information from higher or adjacent headquarters.
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Figure 1-7.  SCARF.

The SCARF is prepared in accordance with (IAW) local standing operating procedures (SOP) and Joint Tactical Exploitation of National Systems (J-TENS) manual.  At echelons corps and below (ECB) units, this is sent as a request for intelligence information (RII) using the US Message Text Format (USMTF).  The USMTF user's handbook provides instructions on message preparation.  The analyst forwards the request to the appropriate ACE for action. 
PART C - Analyze threat indicators and data.

This task requires the MDCI analyst to review, organize, and evaluate key collected information components.  The MDCI analyst evaluates the data looking for threat system trends and patterns that provide an estimate of capabilities and intentions.  The MDCI analyst must focus on each collected information component to determine if it reveals a threat system tendency to act or react in a particular manner.  Additionally, the analyst must evaluate the information for threat system trends or characteristics that will aid in the ID and evaluation of the capabilities and intentions of the threat system.  Additional support may be required from other staff elements.
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Procedures for analyzing threat indicators and data are to-

· Compile and organize collected data.  The MDCI analyst updates the data base with new information and organizes data into collector categories.

· The MDCI analyst reviews collected data-to determine the threat system's ability to collect against a specific target.

Determine intentions.  To determine threat system/unit intentions, the analyst poses the following questions and enters this information in the data base:

· What area will the threat system target?

· When will the targeting take place?

· Why is the targeting taking place?

· How will the threat system attempt to collect against the target?

· How has the threat system been used in the past?

· What does threat doctrine suggest about probable threat?

· Does the threat system have a distinctive signature?
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Doctrinal templates are extracted from the data base and compared to the SIGINT situation overlay.  The MDCI analyst lists similarities between current and doctrinal deployments, and selects the doctrinal template with the greatest similarity to the current situation.

PART D -Predict probable threat.

Task four requires the MDCI analyst to identify the probable threat.  The analyst reviews all information that has been collected and applies this information to the geographic area of interest, and threat system capabilities and intentions.

Procedures for predicting probable threat are-

Determine Probable Location Use the SIGINT situation overlay and doctrinal templates to determine the location of the enemy collector.  Review current friendly and threat intelligence collection situation:

· Analyze threat situation overlays.

· Analyze IPB doctrinal templates.

· Review doctrinal and situational threat data.

· Analyze friendly situational overlays.

· Identify location of friendly critical nodes.

Overlay the SIGINT/EW doctrinal template over the SIGINT/EW situational overlay.  Compare confirmed threat sites with doctrinal locations.  Do the same with the HUMINT and IMINT doctrinal templates.  Identify the differences.  Compare each current situational templates with friendly situational overlays.  Analyze current situation with primary emphasis on locations of friendly critical nodes and threat collection assets.

Analyze Terrain and Weather Effects- Integrate terrain and weather data with doctrinal template and SIGINT situation overlay, and create a situation template for the current environment.  Terrain and weather conditions affect a threat systems ability to operate according to doctrine.  For example, a radio DF site must have a clear line-of-sight (LOS) on the emissions in order to gain an accurate bearing.  Mountains, dense foliage, and water distort electronic emissions and impair a collectors ability to-target.  FM 34 -3 provides detailed instruction for military terrain and weather analysis.

Situational templates for FIS, IEW BOS and level I and level II threats are defined as:
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Level I threat activities are:

· Enemy controlled agent activities.

· Sabotage by enemy sympathizers.

· Terrorist Activities.

· Guerrilla/Partisan activities.

Level II threat activities are:

· Diversionary and sabotage operations conducted by unconventional forces (Special Purpose Forces)

· Raid, ambush, and reconnaissance operations conducted by small combat units.

· Special or unconventional warfare missions.

A FIS situational template is a graphic description of expected threat SIGINT dispositions for a particular threat course of action.

Situation templating should not be a single analyst's work.  Three analysts using the same doctrinal template will develop three different situations for the same area.  As each of these situations will probably depict a possible enemy alternative, no single one will provide the correct solution.  Each situation must therefore be analyzed, with the possibility several templates depicting alternative dispositions may be developed for a single area.

As situation templates are visualizations of potential enemy actions at a certain time and place on the battlefield, they change as enemy forces move along the mobility corridor.  As enemy forces move, their actions continue to be influenced by weather, terrain, and tactical situations.  Since this movement is sequential, situation templates are sequential snapshots of how the enemy force might appear as it moves.

Situation template credibility is directly related to threat evaluation accuracy, terrain analysis, and weather analysis processes.

The doctrinal template of a Motorized Rifle Regiment (MRR) as a division lead element is overlaid on a specific area.  It is obvious the doctrinal frontages, depths, and unit configurations do not conform to terrain confines.
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Regimental elements' dispositions are realigned to conform to the terrain.  These alignments are changed to form a series of snapshots showing how the regiment might move through the terrain.

Unit frontages, depths, and echelon spacing are adjusted to fit the terrain, but kept as close to doctrine as possible.

The final snapshot of the regiment's move through the mobility corridor reflects a typical MRR deployment.  The final snapshot would be situation -dependent.

Update SIGINT situation overlay.  Place the collector's symbols on the doctrinal template which have not been confirmed on the SIGINT situation overlay as proposed locations.

PART E- Confirm threat.

In this task, the C -SIGINT analyst attempts to verify threat predictions.

Validate Existing Data - Review current intelligence reports and assessments to determine if the information received from the original SCARF request and other information sources used in the assessment are valid.  If there are indications threat system capabilities or intentions have changed, additional information may be required.  This is determined by looking for information that could indicate a change in a collector's ability to procure information against the command.  For example, additional antennas have been added to the collector, or the collector has moved to provide for better targeting, are indicators of a change in collection capabilities.

Request Additional Information - If additional information is required, request this by preparing a SCARF or Request for Information (RFI) forward it to the collection management section.

Evaluate New Information - If new information on the collector's intentions or capabilities is received, review this information to determine its impact on the original assessment, and update the situation overlay accordingly.  If collector intentions and capabilities change, re-evaluate the original threat prediction by following the tasks identified in previous sections.

PART F Produce output

Threat assessment can be presented in briefings or reports.  Portions of the threat assessment are included and presented in MDCI products.  Remembering the entire threat assessment process began with tasking, it is probable the product will be used in briefing updates concerning the MDCI threat.  Its chief use, however, will be realized in
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the second step of the C-SIGINT process, Vulnerability Assessment.  Here is where efforts will pay off in terms of lives and equipment saved, and in mission success.

There are two basic forms the product will take.  Each is effective in its own right, and mutually supporting.  The first format is the SITUATION OVERLAY.  This is made current by infusing situation template data to the SIGINT situation overlay.

The second format is a printout, complete with locations, systems, threat strength and weaknesses, possible/probable targets, and system technical and operational data.  This information must be inputted into the data base as part of the normal updating process, and serves as a good starting point for the next threat assessment.  This update will include all templates and related threat data.

Conclusion - Threat assessment is the dynamic first C -SIGINT process step.  Being a war and peacetime function, the MDCI specialist can expect to assess a wide variety of threats ranging from division through theater army, covering exercises as well as more specialized support to the research and development environment.  All steps remain unchanged, and are sequential.  What will change, however, is the amount of time required to complete a threat assessment.  Depending upon the situation, and amount of threat data on hand, the entire assessment could be done in an hour or two.  However, an initial assessment requiring extensive outside data may take days until all requirements have been answered.

Good threat assessment is immediately accessible, and must be accurate.  It would answer the field commanders questions, "Who's out there, and where are they?"
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Lesson

Practice Exercise

The following items will test your grasp of the material covered in this lesson.  There is only one correct answer to each item.  When you have completed the exercise, check your answers with the answer key that follows.  If you answer any item incorrectly, study again that part of the lesson which contains the portion involved.

1.
In analyzing and evaluating threat indicators and data, what is the MDCI analyst looking for?


A.
Patterns.


B.
Profiles.


C.
Patterns and trends.


D.
Profiles and trends

2.
What is involved in the threat confirmation task?


A.
Evaluation of new data.


B.
Validation of existing data.


C.
Request of additional data if needed.


D.
All of the above.

3.
Situation templating is what type of technique?


A.
Written.


B.
Visual.


C.
Computer.


D.
Manual.
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4.
The objective of a threat assessment is to determine what?


A.
Location and intentions.


B.
Capabilities and intentions.


C.
Threat location


D.
Location and capabilities.

5.
What is the final threat assessment task?


A.
Produce output.


B.
Brief the commander.


C.
Produce computer printout.


D.
Update situation overlay.
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Lesson

PRACTICE EXERCISE

Answer Key and Feedback

Item
Correct Answer and Feedback

1.
C.
(page 1-13)

2.
D.
(page.  1-17)

3.
B.
(page 1-16)

4.
B.
(page 1-1)

5.
A.
(page 1-17)
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